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ABSTRACT

The advent of Internet-of-Medical-Things (IoMT) technology has significantly
elevated the quality of life by seamlessly interconnecting biomedical sensors in the
realm of e-health. Concurrently, another noteworthy technological advancement in the
field of e-healthcare involves the outsourcing of medical data to the cloud. While
these innovations hold immense promise, their adoption comes with challenges, most
notably concerning the privacy of medical data and the resource constraints inherent
in sensor devices. This article introduces a cutting-edge, secure, and efficient cloud-
centric loMT-enabled smart healthcare system with a focus on public verifiability.

A key innovation of this system is the implementation of an escrow-free identity-
based aggregate signcryption (EF-IDASC) scheme, introduced within the context of
this article, to fortify data transmission security. The proposed smart healthcare
system seamlessly retrieves medical data from multiple sensors embedded on a
patient's body, utilizes signcryption to secure and aggregate this data under the novel
EF-IDASC scheme, and subsequently outsources the aggregated information to a
medical cloud server through a smartphone. Notably, the system ensures the utmost
privacy by safeguarding the identity and medical data of the patient, thereby
addressing a critical concern in the integration of 1oMT and cloud technologies for

healthcare applications.
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To provide a comprehensive understanding of its functionality, this article conducts
an in-depth analysis of the proposed smart healthcare system's performance,
specifically focusing on energy consumption. Additionally, a comparative assessment
is conducted, benchmarking the performance of the proposed EF-IDASC scheme
against other related schemes. Through these evaluations, this research aims to
underscore the practical viability, security, and efficiency of the presented cloud-

centric loMT-enabled smart healthcare system in meeting the complex demands of

contemporary e-healthcare scenarios.
I.INTRODUCTION

The convergence of Internet-of-Things
(1oT)
particularly in the form of the Internet-
of-Medical-Things (IoMT), has ushered
in a transformative era in the field of e-
health.

advancements, the

technology with healthcare,

Among the notable
integration  of
biomedical sensors and the outsourcing
of medical data to the cloud stand out as
contributors  to

pivotal improved

healthcare services. However, the
realization of these technologies in the
context of e-healthcare encounters
challenges, with paramount concerns
revolving around the privacy of medical
data and the resource constraints
inherent in sensor devices.

This article delves into the dynamic
landscape of e-healthcare, presenting a
state-of-the-art smart healthcare system
that intricately combines the power of
loMT  with

cloud-centric  solutions,

placing a particular emphasis on

ensuring public verifiability. At the heart
of this innovative system lies an escrow-
free identity-based aggregate
signcryption (EF-IDASC) scheme, a
novel contribution detailed within this
article. The primary objective is to
establish a secure, efficient, and privacy-
centric framework for transmitting
medical data seamlessly.

The proposed smart healthcare system
orchestrates a sophisticated process
wherein medical data from multiple
sensors, embedded on a patient's body,
is securely retrieved, signcrypted, and
aggregated using the EF-IDASC scheme.
Subsequently, this consolidated
information is outsourced to a medical
cloud server via a smartphone. A
distinctive feature of the system is its
unwavering commitment to

safeguarding  patient identity and

medical data, addressing a critical
concern inherent in the integration of

IoMT and cloud technologies.
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To provide a comprehensive evaluation,

the article conducts a detailed
performance analysis, with a specific
focus on  energy

Furthermore, the proposed EF-IDASC

consumption.

scheme is rigorously compared with
other related schemes to gauge its
efficacy and applicability in the context
of securing medical data transmission.
This research aims to contribute
valuable insights into the development
of secure and efficient cloud-centric
loMT-enabled smart healthcare systems,
fostering advancements in the delivery

of contemporary e-healthcare services.

I.LITERATURE REVIEW

A Secure and Efficient Cloud-Centric
Internet-of-Medical-Things-Enabled
Smart Healthcare System With Public
Verifiability,Mahender ~ Kumar; Satish
Chand,The potential of the Internet-of-
Medical-Things (IoMT) technology for
interconnecting the biomedical sensors
in e-health has ameliorated the people's
living standards. Another technology
recognized in the recent e-healthcare is
outsourcing the medical data to the
cloud. There are, however, several
stipulations for adopting these two
technologies. The most difficult is the

privacy of medical data and the
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challenge resulting from the resource
constraint environment of sensor devices.
In this article, we present the state-of-
the-art secure and efficient cloud-centric
IoMT-enabled smart healthcare system
with public verifiability. The system
novelty implements an escrow-free
identity-based aggregate signcryption
(EF-IDASC) scheme to secure data
transmission, which is also proposed in
this article. The proposed smart
healthcare system fetches the medical
data from multiple sensors implanted on
the patient's body, signcrypts and
aggregates them under the proposed EF-
IDASC scheme, and outsources the data
on the medical cloud server via
smartphone. The system does not reveal
any information about the identity and
medical data of the patient. We further
analyze the performance of the proposed
smart healthcare system in terms of
energy consumption. Moreover, we
compare the performance of the
proposed EF-IDASC scheme with other

related schemes.

HLEXISTING SYSTEM

In the current landscape of healthcare
technology, various implementations of
Internet-of-Medical-Things (IoMT) have

been integrated to enhance patient care

10
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and streamline medical processes. One

prevalent  approach involves the
utilization of 10T devices and sensors for
real-time health monitoring, allowing
continuous data collection. Additionally,
cloud computing has become an
instrumental component in storing and
processing vast amounts of medical data,
offering scalability and accessibility.
However, the existing systems face
challenges related to security, privacy,
and efficient data  transmission,
especially when outsourcing medical
data to the cloud. The security concerns
primarily revolve around the protection
of sensitive medical information during
data  transmission  and  storage.
Traditional encryption methods are often
employed, but they may not provide the
necessary level of security against
sophisticated cyber threats. Moreover,
the identity and medical data of patients
may be at risk during the transmission
process.

Efficiency becomes a crucial factor as
the volume of medical data generated by
IoMT devices increases. The existing
systems may encounter bottlenecks in
terms of data processing, leading to
delays and potential disruptions in
Furthermore,

healthcare services.

ensuring public verifiability, which is
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essential for building trust in the system,

may be lacking in conventional
approaches. In summary, while existing
systems leverage 1oMT and cloud
computing for enhanced healthcare
services, there exists a need for a more
secure, efficient, and publicly verifiable
framework. The integration of an
escrow-free identity-based aggregate
signcryption (EF-IDASC) scheme, as
proposed in the project, introduces a
novel solution to address the limitations
of the current healthcare systems. This
scheme aims to enhance the security of
data transmission, protect patient
privacy, and ensure efficient utilization
of cloud resources in the context of
Internet-of-Medical-Things-enabled

smart healthcare systems.

IV.PROPOSED SYSTEM

The proposed system, "Secure and
Efficient Cloud-Centric Internet of
Medical Things (IloMT)-Enabled Smart
Healthcare

Verifiability,"

framework designed to overcome the

System  with  Public

introduces a novel
limitations of existing healthcare
systems, ensuring enhanced security,
efficiency, and public verifiability. This

innovative system integrates state-of-

11
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the-art technologies to address the
challenges  associated  with  data
transmission, privacy, and resource
utilization in the 1oMT and cloud

computing landscape.

Key Components of the Proposed
System:

Escrow-Free Identity-Based
Aggregate Signcryption (EF-IDASC)
Scheme:

The core innovation of the proposed
system lies in the implementation of an
EF-IDASC scheme. This cryptographic
scheme is designed to provide a robust
and secure method for aggregating and
signcrypting medical data, ensuring the
confidentiality —and  integrity  of

information during transmission.

loMT-Enabled Data Collection:

The proposed system  seamlessly
integrates with loMT devices and
sensors embedded on a patient's body to
collect real-time medical data. This
includes  vital  signs,  diagnostic
information, and other relevant health

metrics.

Dynamic Data Aggregation:
Leveraging the EF-IDASC scheme, the

system dynamically aggregates medical
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data from multiple sensors. This ensures
that the aggregated information remains
secure, and the identity of the patient is
protected  throughout the  data

transmission process.

Cloud-Centric Storage and Processing:
The system utilizes cloud computing
resources for efficient storage and
processing of the aggregated medical
data. Cloud-based servers facilitate
scalability, ensuring that the system can
handle the increasing volume of data
generated by IoMT devices.

Secure  Data  Outsourcing via
Smartphone:
The  proposed  system  employs
smartphones as secure gateways for
outsourcing aggregated medical data to
the cloud server. This adds an additional
layer of security and convenience for

patients and healthcare providers.

Privacy Preservation:

The system prioritizes patient privacy by
not revealing any information about the
identity and medical data of the patient
during the transmission and storage
processes. This is achieved through the
secure implementation of the EF-IDASC

scheme.

12
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Public Verifiability Mechanism:

To instill trust and transparency, the
proposed system incorporates a public
verifiability mechanism. This ensures
that stakeholders, including patients and
authorized entities, can verify the
integrity and authenticity of the

aggregated medical data.

Performance Analysis:

The proposed system undergoes a
comprehensive performance analysis,
focusing on energy consumption,
processing speed, and overall efficiency.
This analysis provides insights into the
system's capabilities and its suitability
for real-world healthcare applications.
Through the

components, the proposed system aims

integration of these
to establish a new standard in secure,
efficient, and publicly verifiable loMT-
enabled smart healthcare systems. The
innovative use of the EF-IDASC scheme
ensures that the system addresses the
intricacies of data transmission, privacy
concerns, and resource optimization,
paving the way for advancements in

contemporary e-healthcare scenarios.

User Registration:

ISSN 2347-3657
Volume 10, Issue 2, Apr 2022

Facilitate a user-friendly registration

process, collecting necessary

information such as name, contact
details, and other relevant details. Verify

user identity through secure verification

methods.

Verification Process:

Implement a secure verification process
to ensure the authenticity of user-
provided information. This may involve
mobile  number

email verification,

verification, or other secure methods.

ID| Patient Name | Attacker Name | Type | Date

KPS Login System:
KPS login is a user authentication
platform, but without additional details,

13
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specific features or purposes are not

discernible. 0T Device Menu pload Patient Details

Sidebar Menu

User Roles and Permissions:
Implement a role-based access control

Limited Information: system, designating roles such as
Without context, the term "KPS login" patients, healthcare providers, and

lacks clarity; for accurate details, referto  sqministrators.  Define permissions
official ~documentation or support  paceq on roles to control access to

channels. different functionalities.

KPS Meny w ALl 10T Devices and Authorise

10T Device Menu t Access Control |

V.CONCLUSION

In conclusion, the "Secure and Efficient

Cloud-Centric Internet of Medical
Things (IoMT)-Enabled Smart
Healthcare  System  with  Public
Verifiability" project represents a

significant advancement in addressing

14
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the complex challenges inherent in
modern healthcare data management. By
introducing a novel framework that
seamlessly integrates Io0MT with cloud-
centric solutions, emphasizing security,
efficiency, and public verifiability, this
project contributes to the evolution of
smart  healthcare  systems.  The
implementation of the Escrow-Free
Identity-Based Aggregate Signcryption
(EF-IDASC) scheme serves as a
cornerstone for achieving a heightened
level of security during data
transmission. This cryptographic
innovation, detailed within the project,
ensures the confidentiality and integrity
of medical data while dynamically
aggregating information from multiple
sensors embedded on a patient's body.
The proposed system adeptly leverages
cloud computing resources to facilitate
scalable storage and efficient processing
of the aggregated medical data. The
integration of smartphones as secure
gateways for data outsourcing adds an
extra layer of accessibility and
convenience for both patients and
healthcare providers.

Emphasizing privacy preservation, the
system refrains from revealing any
identifiable information during data

transmission and storage. The public
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verifiability mechanism contributes to
transparency and  trust, allowing
stakeholders to independently verify the
authenticity and integrity of the
aggregated medical data. The project's
comprehensive performance analysis,
with a focus on energy consumption and
efficiency, underscores its practical
viability and suitability for real-world
healthcare applications. By addressing
the limitations of existing systems and
introducing innovative solutions, this
project contributes to the ongoing efforts
to enhance the security, efficiency, and
transparency of loMT-enabled smart
healthcare systems.

In essence, the "Secure and Efficient
Cloud-Centric  loMT-Enabled Smart
Healthcare  System  with  Public
Verifiability" project not only offers a
solution to current challenges in
healthcare data management but also
sets a benchmark for the future
development of robust, privacy-centric,
and publicly verifiable healthcare
systems in the era of Internet-of-

Medical-Things.
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