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ABSTRACT: Utilizing eXplainable Atrtificial
Intelligence (XAl), this study intends to lessen
intrusion detection system false positives. The
objective is to pursue choice making straightforward
by  further  developing ML  calculation
interpretability. The methodology accepts that XAl-
determined feature significance relates with
intrusion detection accuracy. The exploration will
test the arrangement's common sense and
generalizability in genuine online protection
situations utilizing the LYCOS-IDS2017 dataset.
The discoveries recommend XAl combination into
intrusion detection systems might be gainful. The
undertaking shows the way that XAl can further
develop cybersecurity false positive detection and
relief thusly. This mix might further develop

genuine IDS.

INDEX TERMS Intrusion detection, machine

learning, explainability, XAl, false positive rate

1. INTRODUCTION:

In the present connected advanced world, PC
framework security is fundamental to safeguard
delicate information and keep up with tasks.
Interruption location is the last line of guard against
security strategy infringement and unapproved

access. In network protection, ID is vital to

framework respectability and wellbeing, as per

Stallings and Brown [1].

IDSs recognize and stop unsafe action and strategy
breaks in PC organizations and frameworks. These
frameworks investigate network traffic or
framework conduct to identify dangers. Signature-
based detection and anomaly-based detection are the

main detection methods [2].

Signature-based detection detects hurtful exercises
utilizing realized assault designs. These marks, as a
rule from prior assaults or weaknesses, permit the
IDS to recognize and answer unsafe action designs.
Signature-based detection functions admirably for
known dangers, yet its foreordained marks limit its

ability to identify new attacks.

Anomaly based detection recognizes framework or
organization takeoffs from typical way of behaving.
Irregularity based detection doesn't utilize realized
assault designs like mark based location. All things
being equal, they make a gauge of common way of
behaving and feature flights as risks. As per Alazab
et al. [3], this approach can recognize zero-day
dangers. Nonetheless, oddity based recognition
every now and again creates more false positives

than signature-based calculations [4].
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IDS battle with false positives, or misidentifying
harmless action as dangers. False cautions can
disappoint clients, overpower frameworks, and harm
IDS certainty [5]. IDS should decrease false

positives of work appropriately.

A few techniques have been created to diminish IDS
false positives. High level ML or component
determination can further develop identification
calculation accuracy [6]. Alert sifting, copy location,
and gathering related recognitions can diminish

deceptions and increment framework constancy [7].

Late accentuation has zeroed in on utilizing
eXplainable Artificial Intelligence (XAl) to further
develop IDS interpretability and dependability. XAl
creates Al models and calculations that can
legitimize their decisions, settling on the choice
making process more straightforward and
comprehensible to people [8]. Analysts use XAl to
further develop IDS' ability to recognize genuine
dangers from false positives, further developing

accuracy and dependability.

This examination proposes utilizing XAl to diminish
IDS false positives. The framework can recognize
and decrease misleading identifications by utilizing
XAl methods to decide include pertinence and the
calculation's certainty measures. This study utilizes
genuine world datasets to exhibit the reasonableness
and adequacy of this strategy, prompting intrusion
detection system security and dependability

upgrades.

In the accompanying segments, we will talk about
false positives in intrusion detection systems, the
advantages of consolidating XAl approaches, and

the task's system and objectives.[28]

2. LITERATURE SURVEY
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Intrusion detection shields PC frameworks and
organizations from hurtful movement and unlawful
access. From signature-based discovery to Al,
scientists have attempted a few strategies to further
develop intrusion detection systems (IDS). This
writing audit analyzes contemporary ID tests,
zeroing in on false positives and the potential
advantages of eXplainable Artificial Intelligence
(XAl).

As per Nisioti et al. [1], IDS have advanced from old
strategies to additional cutting edge ones, including
unsupervised learning. The creators stress aggressor
attribution in ID and portray how unsupervised
methods might find distorted movement without
marks. This study makes sense of ID and attribution

and anomaly detection issues.

Sommer and Paxson [2] inspect the constraints of
mark based network ID utilizing Al. Signature-
based frameworks' shut world presumption may not
address genuine attacks' intricacy and assortment,
the creators guarantee. They prescribe utilizing ML
strategies to identify zero-day dangers to further
develop IDS.

Marino et al. [3] offer an ill-disposed procedure for
IDS eXplainable Al. The antagonistic structure
creates threatening cases to test IDS strength and
shortcomings. By annoying  approaching
information and watching the framework's response,
specialists might comprehend the IDS's dynamic
cycle and track down weaknesses. This strategy
further develops interruption discovery frameworks'

unwavering quality and straightforwardness.

Ribeiro et al. [4] make sense of ML classifier
expectations for reply "for what reason would it be
advisable for me | trust you?" The creators offer
LIME (Local Interpretable = Model-agnostic
Explanations) to make sense of individual forecasts
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by approximating the classifier's conduct close to the
occurrence of interest. This technique assists
shoppers with grasping expectation boundaries and
classifier unwavering quality. LIME makes ML
models,  particularly  ID  models,  more
straightforward and  reliable by  offering

interpretable clarifications.

Shrikumar et al. [5] engender enactment contrasts to
learn neural network properties. DeepLIFT (Deep
Learning Important FeaTures) contrasts network
enactments and without each information element to
compute its commitment to yield expectation. This
technique investigates muddled neural network
models by recognizing fundamental viewpoints that

influence direction.

The writing study underscores the need of
examining IDS false positives and the potential
advantages of eXplainable Al. Analysts can
increment IDS interpretability, straightforwardness,
and unwavering quality utilizing ML calculations
and XAl approaches, further developing computer

network and framework security.

3. METHODLOGY

a) Proposed work:

The proposed intrusion detection system utilizes
eXplainable Artificial Intelligence (XAIl) to
decrease false positives. The method works on false
positives detection by blending the calculation's
certainty measures with XAl trait importance. This
technique keeps harmless exercises from being
misidentified as dangers while saving real positive
detection accuracy. This joining of XAl further
develops straightforwardness and interpretability,
permitting buyers to trust the dynamic interaction
and results [1]. This approach further develops IDS
dependability and adequacy in certifiable network

protection settings.[29]
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b) System Architecture:

Ingestion of organization information from a dataset
gives a total image of framework action in the
anomaly-based IDS framework design. This
information is preprocessed for consistency and ease
of use. Then, a limit setting step sets okay deviations
from normal way of behaving to direct anomaly
identification. The component space acquires
significant information from new properties
extraction. Model structure trains ML calculations to
find anomalies utilizing extricated features and
limits. XAl is utilized to investigate model decisions
to recognize false positives and distinguish genuine
dangers while diminishing misleading problems.
This plan guarantees straightforward and

interpretable 1D, fundamental for cybersecurity [1].
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Fig 1 Proposed Architecture

¢) Dataset collection:

The LYCOS-IDS2017 dataset surveys intrusion
detection systems (IDS) and network safety issues.
This dataset incorporates network traffic
measurements from reproduced attacks and routine
movement. The dataset gives a drawn out depiction
of genuine organization conduct, permitting
specialists to study digital risks. The LYCOS-
IDS2017 dataset permits supervised learning for
IDS assessment and benchmarking with labeled
cases of hurtful and harmless movement. Its
extensive variety of assault types and organization
conventions empowers areas of strength for

discovery calculation creation and testing. This
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dataset permits analysts to foster new organization

security and digital danger moderation techniques

[1].

Fig 2 data set

d) DATA PROCESSING

The Python pandas module is utilized to
successfully handle the LYCQOS-IDS2017 dataset in
a dataframe. In the first place, the dataset is placed
into a pandasdataframe for simple altering and
examination. To rearrange and accelerate
computation, superfluous segments are taken out
from the dataframe. This stage holds just
interruption location applicable properties. Pandas
assist with smoothing out information pretreatment
tasks including cleaning, changing over, and sorting
out. This information handling stage gives the
dataset to investigation, highlight designing, and
model development, empowering the production of
IDS that appropriately recognize and alleviate
digital dangers [1].

e) VISUALIZATION

Seaborn and Matplotlib representation instruments
assist with examining the LYCOS-1DS2017 dataset.
The significant level point of interaction of Seaborn
makes measurable illustrations engaging, while
Matplotlib takes into consideration adaptable
visualisations. These bundles give representation of
organization traffic, assault examples, and element
relationships. Analysts might make enlightening

histograms, disperse plots, heatmaps, and bar
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outlines with Seaborn's inherent factual visualisation
calculations and Matplotlib's wide customization
prospects. These perceptions help understand
information  structure, spot examples and
abnormalities, and impact investigation and model
creation. Seaborn and Matplotlib perception further
develops information understanding and
correspondence, empowering online protection

information driven decision-production [1].

f) Feature Selection

Feature selection chooses the steadiest, non-
repetitive, and pertinent elements for model turn of
events. As data sets extend in amount and
assortment, purposefully bringing down their size is
significant. The fundamental reason for feature
selection is to increment prescient model execution

and limit processing cost.

One of the vital pieces of feature engineering is
picking the main attributes for machine learning
algorithms. To diminish input factors, feature
selection methodologies take out copy or
superfluous elements and limit the assortment to
those generally critical to the ML model. Rather than
permitting the ML model pick the main qualities,

feature selection ahead of time enjoys a few benefits.
g) Lable encoding

Many ML methods require name encoding utilizing
LabelEncoder to make an interpretation of class
marks into mathematical portrayals. For interruption
discovery model preparation, classification marks
like "ordinary" and "assault" should be addressed as
mathematical qualities. LabelEncoder from scikit-
learn does this effectively. Each mark in the dataset
gets an extraordinary number, changing over
unmitigated factors into a configuration ML models

can comprehend and decipher. LabelEncoder
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improves dataset consistency and consistence with
downstream examination and model advancement
by encoding names consistently. Naming readies the
dataset for examination and model preparation in
Intelligence  (XAl)

interruption discovery bogus positive recognizable

eXplainable  Artificial

proof, empowering exact and interpretable

frameworks [1].

h) TRAINING AND TESTING

Utilizing eXplainable Artificial Intelligence (XAI)
for ID false positive recognizable proof requires
various preparation and testing processes. From the
beginning, the dataset is parted into preparing and
testing sets utilizing cross-approval to guarantee
model strength and  generalizability. ML
calculations are prepared on named information
utilizing XAl ways to deal with further develop
dynamic interpretability and straightforwardness.
SelectPercentile with Common Data Order can track
down helpful elements without overfitting. In the
wake of preparing, the model is tried on the testing
set to recognize false positive and segregate
harmless from malevolent movement. XAl
approaches are then used to analyze the model's
forecasts, uncovering false positive causes and
further developing the intrusion detection system.
This iterative strategy makes precise and
interpretable intrusion detection false positive
models [1].

i) ALGORITHMS:

Random Forest

Random Forest (RF) [8] is an ensemble learning
approach that trains numerous decision trees and
predicts class mode. RF is utilized for intrusion
detection in our venture to total various decision tree
expectations to further develop accuracy and

flexibility while keeping away from false positives.

ISSN 2347-3657

Volume 12, Issue 3, 2024

KNN

K-Nearest Neighbors (KNN)[9] is a non-parametric
classification strategy that names relevant pieces of
information by their k closest neighbors' larger part
class. Our ID research utilizes KNN to arrange
network traffic information by surveying occurrence
neighborhood likeness to track down anomalies and
dangers.[30]

Decision Tree

Decision Tree [10] is a supervised learning strategy
that recursively divides information by input
highlight values. Our review utilizes Decision Tree
for ID to order network traffic information by
making a tree-like model with interior hubs
addressing highlights to recognize ordinary and

malevolent movement.

Naive Bayes

Naive Bayes [11] is a Bayes' hypothesis based
probabilistic order method that expects feature
freedom. Our ID project utilizes Naive Bayes to
assess the likelihood of a given case having a place
with a class, recognizing potential dangers and false

positives in view of noticed information.
Neural Network

The versatile ML model Neural Network [12]
depends on the human cerebrum'’s connected layers
of neurons. Our ID project involves Neural
Networks to comprehend convoluted examples and
relationships in network traffic information to
precisely group typical and malignant movement

using high-layered feature spaces.
Voting Classifier - RF + AB

Vote Classifier [13] predicts by means of larger part
vote utilizing a few classifiers. Our ID project

utilizes a Voting Classifier with Random Forest and
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AdaBoost classifiers to expand execution and
dependability in perceiving false positives and
dangers.

Stacking CLassifier - RF + MLP with LightGBM

Ensemble learning strategy Stacking Classifier [14]
predicts utilizing numerous classifiers and a meta-
classifier. Our ID project utilizes a Stacking
Classifier with Random Forest, Multi-layer
Perceptron (MLP), and LightGBM classifiers to
further develop accuracy and heartiness in

recognizing false positives and malevolent

exercises.[32]
4. EXPERIMENTAL RESULTS

Accuracy: A test's accuracy is its ability to
recognize debilitated from sound cases. To quantify
test accuracy, figure the small part of true positive
and true negative in completely broke down cases.

Numerically, this is:

Accuracy =TP+ TN TP+ TN + FP + FNN.

TP + TN
Accuracy =
TP + TN + FP + FN

Camchinag Classifier
Reural Netwmosk
Haive Bayes
Cmtiuon Tes

KNH

Fsmsiom Farest

oy [ e g L] 1o
ACTureCy SCane

Fig 3 ACCURACY COMPARISON GRAPH
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Precision: Precision estimates the level of positive

cases or tests precisely sorted. Precision is

determined utilizing the recipe:

Precision = True positives/ (True positives +

False positives) = TP/{TP + FP)

True Positive
True Positive+False Positive

Precision =

Classificatson Performance

Vipking Classsfier

Sracking Classifier

Hetural Network
Marve Hayes
Decizion Tes
ENK
Rasdam Farest
0o l}‘? [I'l UIE [IIB 1Il] .
Precision Sopre

Fig 4 PRECISION COMPARISON GRAPH

Recall: Machine learning recall assesses a model's
ability to perceive all significant examples of a class.
It shows a model's culmination in catching occasions
of a class by contrasting accurately anticipated

positive perceptions with complete positives.

TP
TP+ FN

Classificatsan Perfarmance

Recall =

Wiok iy Chasdalier
Eackrng Clasufisr
Keziirsl Network
Haive Bayes
Ceriunn Tres

ENK

Ramadam Forest

oo [k D4 n& on 12
Recall Soone

Fig 5 RECALLCOMPARISON GRAPH
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F1-Score: Machine learning model accuracy is

Neoew Account
estimated by F1 score. Consolidating model
precision and recall scores. The accuracy
measurement estimates how frequently a model

anticipated accurately all through the dataset. Mot

2

F1 Score =

(Precilsion * Re(lrall) —

F1Score - 2 X Precision x Recall

Precision'+ Recall FIG 9 SIGN UP PAGE
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Bwd Seg Size Avg
Pkt Size Avg
Subflow Fwd Byts

Predict

FIG 12 UPLOAD INPUT DATA

Result: There is an Attack Detected, Attack Type is DDoS!

FIG 13 PREDICTED RESULT

Result: There is an No Attack Detected, it is Normal!

FIG 14 PREDICTED RESULT

5. CONCLUSION

At long last, this examination stresses the need of
utilizing eXplainable Artificial Intelligence (XAl) to
further develop IDS. The task refines its dynamic
cycle by examining false positive causes and joining
property pertinence from XAl with certainty
measures from the IDS calculation to more readily

recognize false detections from genuine dangers.

A beneficial ML calculation further develops
perception of the connection between XAl-inferred
features and detection validity, permitting the IDS to
calibrate its judgment limits. Testing on the
LYCOS-IDS2017  dataset shows that the
recommended strategy decreases bogus up-sides

while saving certified positives.
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The venture's general objective is to further develop
IDS accuracy, reliability, and ease of use to reinforce
framework security past false positive decrease. The
drive further develops intrusion detection and

cybersecurity through these endeavors.[34]

6. FUTURE SCOPE

This venture will examine and consolidate further
developed Explainable Artificial Intelligence (XAl)
techniques for network traffic qualities into ID
models. This will work on model interpretability and
dependability, giving security examiners more
framework dynamic experiences. The exploration
will likewise test new ML models for ID that can
comprehend complex network data examples to
diminish false positives. Intrusion detection systems
could involve the proposed strategy progressively,
but computational effectiveness should be defeated
for smooth consolidation into functional security
systems. In unique organization settings, the IDS
should constantly screen and update the XAl-

upgraded model to answer new digital dangers.
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