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Abstract: 
 

Security and privacy are key concerns in wireless communication networks due to the open nature of the wireless 

medium, which makes wireless transmission vulnerable to eavesdropping and hostile assaults. Implementing 

higher-layer key distribution and management has been made much more difficult by the advent and growth of 

decentralized and ad hoc wireless networks. Therefore, physical layer security has become a practical means of 

ensuring secure communication with little complexity. Potentially, we may apply this method to the design and 

improvement of wireless network physical layer security. Important Terms: Millimeter wave, ad hoc, wireless, 

self-backhaul, mmWave communications, multi-hop scheduling, ultra-dense tiny cells, stochastic optimization, 

and reinforcement learning are all way of describing communication security. 
 

INTRODUCTION 

The millimeter wave (mmWave) spectrum has very 

little interference and a lot of available capacity, 

making it an attractive choice for wireless 

applications in industrial settings. Innovative uses in 

manufacturing have emerged in the last few years, 

including collaborative mobile robots, real-time 

visual monitoring, and equipment motion control 

with pinpoint accuracy. Transmitting data, video, and 

control signals in real-time is essential for these 

applications, which calls for very high throughput, 

lightning-fast reaction times, and dependable 

performance. Recent research suggests that industrial 

control applications may need connection rates of 

over 500 Mbps with latency in the single digits of 

milliseconds. The current state of industrial wireless 

technology is inadequate for emerging industrial uses 

since it is mostly designed to function in the 

unlicensed 2.4 GHz or 5 GHz frequency bands. 

However,   in   wireless   settings,   mmWave 

communication is susceptible to interference, 

especially in scatter-rich industrial settings like 

factories. Extreme blocking and coverage problems 

arise in non-line-of-sight (NLOS) channels because 

to the large pass loss and high signal intensity 

fluctuation caused by narrow wavelengths. The total 

transmission latency (TLatency) of a packet is 

affected by several factors. One of these is the time it 

takes for electromagnetic waves to travel through the 

air. Another is the time it takes to position frames to 

the transmission time interval (TTI) at the link layer. 

Depending on the packet size and modulation 

scheme, this can be one or more TTI times. TPHY is 

the processing time in the physical (PHY) layer, 

which is usually a fixed delay. Finally, TQueue is the 

queuing delay for buffered packets until they are 

allocated channel resources. It is important to 

mention that the wireless medium access control 

(MAC) layer scheduler primarily controls TQueue, 

which is a configurable delay. 
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It takes an abnormally long time for certain packets 

to get channel resources. Short TTI values are a result 

of mmWave communication's usage of very high 

carrier frequencies. Consequently, TQueue is the 

single most critical component of total delay. High 

transmission failure rates are undesirable for 

industrial applications and may be caused by higher 

latency and buffer overflows. Scheduling at the MAC 

layer is the secret to making mmWave 

communication more efficient. An effective 

mechanism for scheduling the MAC layer is 

necessary to fully use mmWave communication. This 

study's main contribution is a high-performance, 

fairness-centric MAC scheduler for scatter-rich 

industrial mmWave communication. It can match the 

strict criteria of reliability and real-time delivery for 

industrial applications, which is important for this 

purpose. 

5G Connections A great deal of academic focus has 

recently been on fifth-generation (5G) wireless 

networks. The 3GPP has said that three main 

categories of applications should be made possible by 

5G networks: increased mobile broadband (eMBB), 

massive machine type communications (mMTC), and 

ultra-reliable and low-latency communications 

(URLLC). It is widely believed that 5G networks 

should also provide enhanced vehicle-to-everything 

(eV2X) connectivity. Massive connection, increased 

spectral efficiency (SE), and high system throughput 

are all requirements of these potential futures, which 

provide significant challenges for the design of a 

global 5G network. To address these updated 

requirements, researchers are exploring novel 

multiple access (MA) and additional modulation 

methods. 

Orthogonal frequency division multiplexing is a technique 

used by fourth generation (4G) networks. Of particular 

interest for modern broadband transmission is orthogonal 

frequency division multiplexing (OFDM) which, when 

coupled with an appropriate cyclic prefix (CP), has the 

potential to mitigate the propagation delay of wireless 

channels by means of simple detection techniques. When 

compared to the additional needs of 5G networks, 

traditional OFDM falls far short. For instance, in the 

mMTC scenario, sensor nodes often broadcast various 

kinds of data asynchronously in small bands. However, 

OFDM necessitates that users be well synchronized, else 

there would be a great deal of interference between 

adjacent sub bands. Many modulation techniques have 

been suggested to lessen the out-of-band (OOB) leakage 

of orthogonal frequency division multiplexing (OFDM) 

signals; these techniques are part of a larger effort to solve 

the extra problems with 5G networks. Leakage over the 

stop-band may be significantly minimized with a well- 

constructed filter, and filtering is the easiest technique to 

control OOB leakage. Pulse shaping is a subcarrier-based 

filtering technique that removes subcarrier overlaps even 

within a single user's band; nevertheless, it usually has a 

long tail in the time domain because of the Heisenberg- 

Gabor uncertainty principle. One more effective method to 

avoid leakage while using OFDM modulation is to use 

precoding to transmit data beforehand. A number of novel 

modulations have been suggested for 5G networks, in 

addition to the previously mentioned methods for 

minimizing OFDM signal leakage. Modifying transmit 

data in the delay-Doppler domain is one way to handle 

high Doppler dispersion in eV2X scenarios. It is possible 

to mix the aforementioned modulations with orthogonal 

multiple access (OMA) in 5G networks. 

LITERATURES 

A study conducted by Trung Kien Vu and colleagues [1] 

5G Self-Backhaul mmWave Networks: A Joint Path 

Selection and Rate Allocation Framework, The topics 

covered in this article are extensive. route selection and 

rate allocation provide significant challenges for multi-hop 

self-backhaul millimeter wave (mmWave) networks, as 

shown in this paper. These issues stem from high 

frequency band transmission reliability issues and 

excessive route loss over long distances. This study seeks 

to address the following important questions: "how to 

identify the best multi-hop paths and how to distribute 

rates along these paths based on latency constraints?" in 

light of the fact that permitting multi-hop mmWave 

transmissions raises the risk of increasing delay. Using 

mmWave bandwidth, traffic splitting techniques, and 

multiple antenna diversity, a novel system architecture is 

suggested to enhance downlink telecommunications in this 

environment. The issue is shown as a network stability and 

dynamics problem with an upper latency constraint, where 

the goal is to maximize the network's utility. The issue is 

partitioned into two smaller issues using stochastic 
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optimization: A framework for selecting the best pathways 

and reinforcement learning methods for 1io path selection 

and 1iio rate allocation are presented. The sequential 

convex approximation approach is used to address the rate 

allocation issue, which is a nonconvex problem. 

Determine the need of improved secrecy performance with 

precision. "Recent Results on Proportional Fair 

Scheduling for mmWave-based Industrial Wireless 

Networks" by Jiteng Ma et.al. (2) To overcome the 

limitations of SPF scheduling in dynamic wireless 

channels, this study proposes an EPF scheduling method. 

The proposed EPF scheduler improves the priority of UEs 

in non-line-of-sight (NLOS) situations compared to the 

SPF scheduler, according to extensive ns-3 simulation 

findings utilizing the mmWave communication module. 

The EPF scheduler has superior throughput and fairness 

performance for non-local area network user devices 

(UEs). The LOS UEs' performance is somewhat degraded 

because to the trade-off. Realistic random communication 

environments show a latency reduction of 12.3% beyond 

the 95% CI. When dealing with highly scattered industrial 

situations, the EPF scheduler is often a good choice. 

 

In their article titled "Dynamic Distributed Maximal 

Scheduling Algorithm for 5G Cellular Network," Dan Ye 

and colleagues (4) New technical possibilities for 5 G data 

transmission are detailed in this chapter. In order to better 

use the 5 G spectrum in the future, the main contribution 

is the creation of a full duplex cognitive radio. Making a 

one-of-a-kind optimum scheduler for the maximum link 

capacity area is another noteworthy achievement. Here we 

provide a dynamic distributed maximum scheduling 

method for 5 G cellular networks that is based on tuples. 

It optimizes overall performance by adaptively modifying 

backlog and queue length via a combination of joint 

resource allocation and cross-layer management. 

According to the simulation findings, the suggested 

TDDMS is superior to others.A very effective multi- 

connection scheme for 5G mmWave control plane 

applications was proposed by Marco Giordani et.al. (5). 

One obstacle to the viability of a 5G mmWave system is 

its heightened vulnerability to the fast channel dynamics 

that impact a mmWave environment. One way to handle 

channel variances is to periodically sweep in a certain 

direction. This way, you can keep an eye on the 

transmission directions of each possible connection and 

adjust the beam steering if you see a decline in power 

signal. This paper introduces a measurement reporting 

system that allows a centralized supervisor, like a legacy 

band base station, to regularly gather multiple reports on 

the state of the channel propagation as a whole. This 

allows for better scheduling and mobility management 

decisions. Especially in cases of very unstable channels 

and densely populated systems, we argue that the proposed 

uplink multi-connectivity method enables more rapid, 

resilient, high-performance, and energy-efficient network 

operations at the mobile terminal. In addition, we 

established that it is feasible to have enhanced handover 

management, reactive radio-link failure recovery, and 

rapid  and  fair  first  user  association. 

"Context-Aware Scheduling of Joint Millimeter Wave and 

Microwave Resources for Dual-Mode Base Stations" 

(Omid Semiari et.al., 2015), For small base stations that 

can operate in both the mmW and W frequency bands, a 

new scheduling architecture that takes context into 

account was created. For every user application, the 

suggested scheduler may ensure a delay. This context- 

aware scheduling issue is distributedly solved by recasting 

it as a one-to-many matching game. The suggested method 

guarantees the UAs' QoS while making use of mmW band 

resources for opportunistic traffic offloads. We proved that 

the proposed method yields a stable scheduling scheme 

that is two-sided. The simulation findings proved that 

context-aware scheduling is beneficial for dual-mode 

networks in several ways, including performance. 

(Devoti, Francesco, et al., 2017) "Context-Awareness 

Approaches to Millimeter-Wave Cell Discovery in 5G 

Networks" The researchers looked at every possible 

network access issue that may arise from future 5G 

networks using mm-wave technology. In order to tap into 

their immense potential, they are in favor of innovative 

ways of handling older network characteristics, with the 

cell finding method being particularly important. Novel 

cell finding strategies, supported by context information 

from a distinct C-/U-plane architecture, are offered here. 

Given that directed finding algorithms often suffer from 

reduced efficacy due to impediments, we investigated the 

potential of a context database that is geolocated. 

According to the findings, it may greatly enhance 

algorithm performance by reducing the effect of obstacles. 

In addition, we investigated the problem of many mmwave 

BSs working together to handle each user's access request. 

We have shown that picking the right set of BSs to 

participate in the discovery is crucial. And we've shown 

that users in bad positions can cut discovery efficiency in 

half. We came up with workable ideas that can enhance 

network behavior to tackle this problem. In our opinion, 

the study presented here, including the issues and trade- 

offs, may greatly aid in the process of enabling mm-wave 

cell identification in   5G networks. 

"A Survey of Millimeter Wave (mmWave) 

Communications for 5G: Opportunities and Challenges" 
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by Yong Niu et.al. (8) 5G mobile networks are showing 

great promise for mmWave communications due to its 

ability to provide capacity that is orders of magnitude more 

than current communication methods. Here we take a look 

at 5G mmWave communications as a whole. The 

characteristics of millimeter-wave communications call 

for new protocols and designs to address issues with anti- 

blockage, mobility dynamics, integrated circuits and 

system design, interference management and spatial reuse, 

and other similar problems. We have looked at the current 

solutions and rated them based on how effective, efficient, 

and complicated they are. The possible uses of millimeter 

wave communications in 5G are also covered. New 

physical technologies, software defined architecture, 

measurements of network status information, efficient 

control, and fourteen open research challenges are all 

aimed at promoting the development of mmWave 

communications in 5G. 

METHOD 

This study looked at beam sweeping and training for mm 

Wave ad hoc networks. A distributed technique is used in an 

interference- free environment to match users to access 

points for optimal beam training and beam width; an ideal 

beam width that balances throughput with training overhead 

has been proven to exist. 

The synchronisation of 60GHz WLAN is controlled and 

coordinated using low-frequency 2.4GHz wireless LAN 

(WLAN). Despite the fact that beam training does not 

employ the low-frequency band, the findings imply that 

handshakes between neighbours can improve by up to 58 

percent. WLAN positioning techniques in the 5GHz band 

were used to aid the beam forming process for 60GHz 

WLANs; a similar out-of-band positioning technique is 

investigated, in which low-frequency information is used to 

obtain coarse alignment with the possibility of fine beam 

alignment using in-band measurements. The overhead of 

beam training was reduced as the number of users rose in 

multi-user systems with hybrid design. To be genuinely 

effective, the system model had to ignore interference, rely 

on a more complex hybrid architecture, and demand user 

variety. Channel variations create changes in angle-of- 

arrival (AoA) and angle-of-departure (AoD), creating a 

significant barrier to mm Wave communication in mobile 

environments. Beam tracking refers to the tracking of tiny 

motions on an individual OFDM symbol level. I'm 

concerned about the prospect of a failed beam (i.e. require a 

complete beam re-alignment). In this situation, beam 

tracking was studied. 
 

 

 

Figure 1: As an example, demonstrates a PPP network with construction obstacles. 
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For every constant C0 [2,] the correction factor is determined so that the array's total energy conveyed is always unity, G tx/rx ml ant 

2 + G tx/rx sl 2ant 2 = 1. Array front-to-back ratios are usually on the order of the array size, e.g. N [83]. To simplify the calculations 

in our results, I utilise the equivalence of = N. At the same moment, they were both alone. The LOS ball model, which is a first-order 

approximation, takes into account the average LOS distance. 

The blockage probability function p is simplified as compared to other models, such as the exponential model [1,]. (r). Inside the ball, 

all users are considered LOS, but outside the ball, all users are considered NLOS. Using an impromptu mode of transmission. The 

interfering signals' resulting system gain Grx () Gtx () is treated as a discrete random variable. 

....4 

 

(•) denotes the likelihood that the transmit or receive beam pattern will occur. For example, the probability of an interfering 

transmitter's side lobe being pointed at the receiver is (Gtx SL); similarly, the probability of an interfering transmitter's side lobe being 

pointed at the receiver is (Gtx SL) (Grx SL). G tx/rx sl = 1 G tx/rx ml = G tx/rx ml = G tx/rx ml = G tx/rx ml = G tx/rx ml = Gtx/rx 

ml = G tx/rx ml = G tx/rx ml = G tx/rx ml = G The short-term effects are typical of effects that fade fast. I use a narrowband channel 

model with h as a random variable to get the fast fading channel coefficient. Using multicarrier techniques such as OFDM, wideband 

channels are converted to narrowband models. Long-term channel effects are caused by path-loss-affecting components such as 

building reflections or obstacles. I use the conventional unbounded path-loss model. 

. ........ 5 
 

Figure 2: Working architecture flowchart 

 

The detailed architecture of the entire suggested working is depicted in Figure 2. First, configure all of the core mmwave settings. 
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Create a network and then connect the transmitter and receiver. After optimising the antenna, we establish its placement and path. 

Determine how much power they have and how well they communicate with one another, as well as their secrecy and latency rates. 

I. RESULT 

The data is analysed to demonstrate or comprehend the impact of mm wave channel characteristics and a big antenna array on the 

possible secrecy rate. 

 

Figure The correlation between transmission power and achievable secrecy rate. 

The influence of transmit power on the normal feasible mystery rate is depicted in Figure 3. We employ four distinct millimetre wave 

transporter frequencies, including one at 28 GHz. We can demonstrate that there are optimal transmit power values for increasing 

standard practical mystery rate for any of the commonly considered millimetre Wave frequencies. 

 

Figure 4 The implications of transmitting node density on average achievable secrecy at 60 GHz. 

The influence of transmitting node density on the normal achievable mystery rate at 28GHz is depicted in Figure 4. The normal 

achievable mystery rate falls as the transmitting hub thickness increases. This is due to the fact that as transmitting hubs thicken, mm 

Wave impromptu systems become impedance constrained, and the blockage caused by other transmitting hubs has an effect on the 

presentation. More spies have been shown to have a negative impact on secrecy in large-scale millimeter Wave spontaneous 

occurrences. 
 

Figure 5 shows how the transmit power allocation factor affects the average achievable secrecy rate at 28 GHz: = 50/km2, e = 

500/km2, and Pt = 30 dBm. 

The impacts of the transmit power allocation factor on the normal reachable mystery rate are depicted in Figure 5. 
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When the power designation between the data signal and AN 

is appropriately set, we discover that there is an ideal to 

improve the typical viable mystery rate. When the power 

designation between the data signal and AN is properly 

established, A can assist with upgrading mystery. The higher 

correspondence separation r disintegrates the odd execution 

once more. Furthermore, mystery transmission at 28 GHz 

surpasses mystery transmission at 38 GHz for a given r. 

Figure 6 depicts the effect of transmit control on the usual 

feasible mystery with and without AN. 

At 200 GHz, Figure 6 demonstrates the effect of transmit 

control with and without AN. When the transmitting hubs 

are thin (= 20/km2 in this image), the typical feasible 

mystery rate increases with the transmit control. In this case, 

using A with a power allotment factor of 0.85 will not 

improve secrecy. 

 

CONCLUSIONS 

According to these findings, an ahdoc network should use 

mmwave for its encryption needs. Systems that rely on 

noise are compared to those that do not in this suggested 

idea. To optimize the rate of secrecy, we plan physical 

layers and oversee the architecture of communication 

between different transmitters and receivers. The rate of 

concealment is increased by the recommended technique. 
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